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Smart Solutions from The ATS Group

Supporting the configuration of the most 
popular on-prem or cloud hardware 
platforms and operating systems

Leading the way with business 
continuity and data protection, 
recovery, and reuse for maximum value

Proactive management for customer 
infrastructure, on-prem or in the cloud

Strategic services to guide customers 
through their DevOps lifecycle 
journey

Optimizing customer resources through data 
visualization, proactive insights, and technical 
advocacy

End-to-end consulting services to 
help customers optimize the 
benefits of hybrid and public cloud



Agenda

01
Installation of Kubernetes Monitoring in Zabbix

High level overview of the required components to monitor 

Kubernetes in Zabbix and how to set them up.

02
Integration Features

Metrics included in the base Kubernetes templates including 

performance metrics, discovered hosts, and various Kubernetes 

object statuses.

03
Prometheus Metrics

How existing components generating “Prometheus Data Model” 

data can be processed in Zabbix.



Kubernetes Integration Installation



Background and Prerequisites
• Introduced in Zabbix 6.0

• Zabbix provides custom Zabbix templates and a helm chart

• Prerequisites

• Kubernetes Cluster to be monitored 1.19+

• Helm 3.0+

• Zabbix Server 6.0+

• kube-state-metrics 2.13.2+
6.0



Components
Integration components provided by Zabbix

• Official Zabbix Templates

• Kubernetes nodes by HTTP

• Kubernetes cluster state by HTTP

• Kubernetes API server by HTTP

• Kubernetes Controller manager by HTTP

• Kubernetes Scheduler by HTTP

• Kubernetes kubelet by HTTP

• Helm Chart



Integration Architecture 





















Cluster Role
Non-Resource URLS core Batch Extensions Apps

/metrics (get) nodes/metrics (get) jobs deployments statefulsets

/metrics/cadvisor (get) nodes/spec (get) cronjobs daemonsets deployments

/version (get) nodes/proxy (get) daemonsets

/healthz (get) nodes/stats (get)

/readyz (get) namespace

pods

services

componentstatuses

nodes

endpoints

events

* Get and list permissions unless 
otherwise marked

API Group



Install Helm Chart
Installs the Zabbix Agent on all Nodes, Zabbix Proxy, and optionally kube-
state-metrics.

Installation

Connect Proxy
Connect proxy from within the monitored cluster to your Zabbix Server 
via Zabbix frontend.

Attach Templates
Create initial hosts and attach two main Kubernetes templates included in 
Zabbix 6.0.

https://www.zabbix.com/integrations/kubernetes

https://www.zabbix.com/integrations/kubernetes


Install Helm Chart
https://git.zabbix.com/projects/ZT/repos/kubernetes-helm/

https://git.zabbix.com/projects/ZT/repos/kubernetes-helm/


Install Helm Chart
https://git.zabbix.com/projects/ZT/repos/kubernetes-helm/

https://git.zabbix.com/projects/ZT/repos/kubernetes-helm/


Install Helm Chart

https://git.zabbix.com/projects/ZT/repos/kubernetes-helm/

https://git.zabbix.com/projects/ZT/repos/kubernetes-helm/


Connect Proxy

*name must match environment variable: ZBX_HOSTNAME in proxy pod



Template Structure

















Macros



Macros
kubectl get secret zabbix-service-account -n monitoring -o jsonpath={.data.token} | base64 -d



Macros



Macros



Monitoring Cluster in Zabbix



Performance and Resource Usage Metric Items

• Standard items from “Linux by Zabbix Agent” template on 

each node

• Additional per-node items

• CPU/Memory on node available to cluster

• CPU/Memory per pod (requires cAdvisor)

https://git.zabbix.com/projects/ZBX/repos/zabbix/browse/template
s/app/kubernetes_http

https://git.zabbix.com/projects/ZBX/repos/zabbix/browse/templates/app/kubernetes_http


Object Status Items

• State info for pods

• CPU/Memory limits/requests

• Number of containers in each state (ready, running, terminated, waiting)

• Number of container restarts

• Pod State (failed, pending, running, succeeded, unknown)

• Triggers

• Replica mismatch

• Crash Looping Pod

• Unhealthy pod



Discovered Hosts and Items

• Templates discover nodes -> 

represented by two hosts

• Generic Linux Host

• Kubelet

• Objects such as pods, daemonsets, 

cronjobs, jobs, etc.

• Control Plane components 

represented as hosts

• API Server

• Controller Manager

• Scheduler



Prometheus Integration



Prometheus Integration
• Available since Zabbix 4.0

• Used in Kubernetes Integration

• cAdvisor

• kube-state-metrics

• Zabbix supports most use cases of Prometheus and its data model

• Node Exporter

• Applications exposing “/metrics” endpoint

# HELP apiserver_audit_event_total [ALPHA] Counter of audit events generated and sent to the audit 
backend.
# TYPE apiserver_audit_event_total counter
apiserver_audit_event_total 0
# HELP apiserver_audit_requests_rejected_total [ALPHA] Counter of apiserver requests rejected due 
to an error in audit logging backend.
# TYPE apiserver_audit_requests_rejected_total counter
apiserver_audit_requests_rejected_total 0
# HELP apiserver_client_certificate_expiration_seconds [ALPHA] Distribution of the remaining lifetime 
on the certificate used to authenticate a request.
# TYPE apiserver_client_certificate_expiration_seconds histogram



Prometheus Preprocessing



Prometheus Preprocessing



Prometheus Preprocessing



Prometheus Integration
• Available since Zabbix 4.0

• Used in Kubernetes Integration

• cAdvisor

• kube-state-metrics

• Zabbix supports most use cases of Prometheus and its data model

• Node Exporter

• Applications exposing “/metrics” endpoint

# HELP apiserver_audit_event_total [ALPHA] Counter of audit events generated and sent to the audit 
backend.
# TYPE apiserver_audit_event_total counter
apiserver_audit_event_total 0
# HELP apiserver_audit_requests_rejected_total [ALPHA] Counter of apiserver requests rejected due 
to an error in audit logging backend.
# TYPE apiserver_audit_requests_rejected_total counter
apiserver_audit_requests_rejected_total 0
# HELP apiserver_client_certificate_expiration_seconds [ALPHA] Distribution of the remaining lifetime 
on the certificate used to authenticate a request.
# TYPE apiserver_client_certificate_expiration_seconds histogram



Thank You!

TheATSGroup.com

Michaela DeForest
mdeforest@TheATSGroup.com
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